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ABSTRACT

Despite a growing number of threats, the software engineering
community still faces a critical deficit of trained security
professionals for defending against cyber attacks. To combat this
shortage, efficient prioritization of the effort of security
professionals is needed. To address this issue, we present Risk
Based Attack Surface Approximation (RASA), which uses crash
dump stack traces to approximate the attack surface of a system.
In our poster, we will describe several RASA metrics that could
help security effort prioritization. These metrics include temporal
metrics (how the attack surface changes over time), shape metrics
(how code artifacts are interconnected), and depth metrics (how
far code artifacts are from the entry and exit points of a system).

CCS Concepts
D.2.8 [Software Engineering]: Metrics — Process Metrics,
Product Metrics.
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1. INTRODUCTION

The “attack surface” of a software system is defined by the Open
Web Application Security Project as “the paths in and out of a
system, the data that travels those paths, and the code that protects
both.!” Identifying the attack surface of a software system,
however, is nontrivial. Manadhata et al. described the attack
surface using APl entry and exit points [1]. Munaiah et al.
described the attack surface of a system as adjacency to nodes that
appear on a call graph for the target system. [2]. Younis et al.
explored the concept of attack surface entry points to describe the
risk of vulnerability exploitation [3].

Providing a set of code artifacts that appear on the attack surface
to software practitioners for security effort prioritization could
help efficiently identify potential security issues. To that end, we
have developed Risk-Based Attack Surface Approximation
(RASA), which uses crash dump stack traces from a target system
to identify potentially vulnerable code. Previous research into
RASA [4, 5] determined that the approach shows significant
promise in helping security professionals prioritize their efforts.

In our poster, we will describe our ongoing efforts in validating
RASA. The goal of this poster is to help software engineers
prioritize their security efforts by deriving metrics used for effort
prioritization from crash dump stack traces.
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2. CONTENT

Our poster will contain information on our ongoing validation
efforts with RASA. We will highlight several recent results for
RASA, including the ability for RASA to identify changes in the
attack surface of a system over time. The change in the Windows
operating system attack surface from 2014 to 2015 for versions 8
and 8.1 are seen in Table 1.

Our poster will also feature descriptions of RASA metrics,
including shape metrics, which describe how many different
incoming and outgoing calls there are from particular code
artifacts, and depth metrics, which describe how far code artifacts
are from the edge of a software system. These metrics could help
identify particular places in a software system that would benefit
from security inspection.

System Year [%Code Coverage |%Vulnerabilities
Windows 8 2014 11.0% 17.6%
2015 11.9% 17.8%
Windows 8.1 2014 8.1% 16.3%
2015 10.0% 18.1%

Table 1. Percentage of files appearing on crash dump stack traces
and vulnerabilities appearing on crash dump stack traces for
operating system/year pairings.
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